FINLANDS FORFATTNINGSSAMLINGS

FORDRAGSSERIE

Utgiven i Helsingfors den 29 april 2015

39/2015

(Finlands forfattningssamlings nr 526/2015)

Statsradets forordning

om sittande i kraft av overenskommelsen med Kroatien om omsesidigt skydd av
sikerhetsklassificerad information och om ikrafttridande av lagen om sittande i kraft av
de bestimmelser som hor till omradet for lagstiftningen i 6verenskommelsen

Utfardad i Helsingfors den 23 april 2015

I enlighet med statsrddets beslut foreskrivs med stdd av 2 § i lagen om séttande i kraft av de
bestammelser som hor till omrddet for lagstiftningen i dverenskommelsen med Kroatien om
omsesidigt skydd av sdkerhetsklassificerad information (206/2015):

1§

Den i Zagreb den 11 februari 2014 in-
gangna Overenskommelsen mellan Republi-
ken Finlands regering och Republiken Kroa-
tiens regering om Omsesidigt skydd av siker-
hetsklassificerad information trdder i1 kraft
den 1 maj 2015 sd som dérom har avtalats.

Overenskommelsen har godkénts av riks-
dagen den 27 januari 2015 och av republik-
ens president den 6 april 2015. Noterna om
dess godkdnnande har utvéxlats den 25 mars
2015.

28
De bestdmmelser 1 6verenskommelsen som

Helsingfors den 23 april 2015

inte hor till omrédet for lagstiftningen ar i
kraft som forordning.

3§

Lagen om sittande i kraft av de bestdm-
melser som hor till omrédet for lagstiftningen
i overenskommelsen med Kroatien om dmse-
sidigt skydd av sédkerhetsklassificerad infor-
mation (206/2015) trader i kraft den 1 maj
2015.

48§
Denna forordning trdder i kraft den 1 maj
2015.

Utrikesminister Erkki Tuomioja

Utrikesradet Tarja Laitiainen
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Overséttning

OVERENSKOMMELSE MELLAN
REPUBLIKEN FINLANDS REGERING
OCH
REPUBLIKEN KROATIENS

REGERING
) oM
_OMSESIDIGT SKYDD AV
SAKERHETSKLASSIFICERAD
INFORMATION

Republiken Finlands regering och Republi-
ken Kroatiens regering (nedan “parterna”),
som

beaktar att parterna samarbetar bland annat,
men inte enbart, i utrikes-, forsvars-, séker-
hets- och polisfragor samt i vetenskaps-, nar-
ingslivs- och teknologifragor,

inser att ett gott samarbete kan kréva utbyte
av sékerhetsklassificerad information mellan
parterna,

onskar bygga upp ett regelverk for att regle-
ra det omsesidiga skyddet av sadan saker-
hetsklassificerad information som framstélls
eller utbyts mellan parterna eller mellan of-
fentlig- eller privatrattsliga juridiska eller fy-
siska personer inom parternas jurisdiktion,

har kommit 6verens om foljande:

Artikel 1
Mal

Malet med denna 6verenskommelse ar att
sakerstalla skyddet av sadan sékerhetsklassi-
ficerad information som framstélls eller ut-
byts allméant mellan parterna.

Artikel 2
Definitioner
| denna 6verenskommelse avses med
(1) “sékerhetsklassificerad information”

all information, oavsett form, som ska skyd-
das mot dataskyddskrankningar och som har

Fordragstext

AGREEMENT
BETWEEN

THE GOVERNMENT OF THE

REPUBLIC OF FINLAND
AND

THE GOVERNMENT OF THE

REPUBLIC OF CROATIA
ON MUTUAL PROTECTION OF CLAS-

SIFIED INFORMATION

The Government of the Republic of Fin-
land and the Government of the Republic of
Croatia (hereinafter referred to as “the Par-
ties™),

Considering that the Parties co-operate in
matters such as, but not limited to, foreign af-
fairs, defence, security, police, and science,
industry and technology,

Realizing that good co-operation may re-
quire the exchange of Classified Information
between the Parties,

Desiring to establish a set of rules regulat-
ing the mutual protection of Classified In-
formation generated or exchanged between
the Parties, or public or private legal entities
or individuals under the jurisdiction of the
Parties,

Have agreed as follows:

Article 1

Obijective
The objective of this Agreement is to en-
sure the protection of Classified Information

that is commonly generated or exchanged be-
tween the Parties.

Article 2
Definitions
For the purposes of this Agreement:
(1) “Classified Information” means any

information, irrespective of form, which re-
quires protection against Security Breach and
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klassificerats i enlighet med den utldmnande
partens nationella lagar och bestammelser,

(2) "informationsbehov” behov av tillgang
till sdkerhetsklassificerad information i en be-
stamd officiell position och for att utratta en
bestamd uppgift,

(3) ”’krankning av dataskyddet™ alla for-
mer av rojande, andring, missbruk, skadande
eller forstorande av sékerhetsklassificerad in-
formation utan tillatelse eller andra sadana
handlingar eller forsummelser som kan leda
till att informationens sekretess, integritet el-
ler anvandbarhet gar forlorad,

(4) "sakerhetsklass” en kategori som i en-
lighet med nationella lagar och bestammelser
uttrycker hur begransad tillgangen till den sa-
kerhetsklassificerade informationen &r samt
parternas minimiskyddsniva for denna infor-
mation,

(5) utldamnande part” den part som lam-
nar ut sdkerhetsklassificerad information eller
under vilken sékerhetsklassificerad informa-
tion framstélls,

(6) "mottagande part” den part och of-
fentlig- eller privatrattsliga juridiska eller fy-
siska personer inom partens jurisdiktion till
vilken den utlamnande partens sakerhetsklas-
sificerade information I&amnas ut,

(7) nationell sékerhetsmyndighet” den
nationella myndighet som ansvarar for ge-
nomférandet och 6vervakningen av denna
overenskommelse,

(8) "behorig sakerhetsmyndighet” en na-
tionell sakerhetsmyndighet, en utsedd séker-
hetsmyndighet eller en nationell informa-
tionssakerhetsmyndighet eller nagon annan
nationell myndighet som i enlighet med na-
tionella lagar och bestdmmelser genomfor
denna Overenskommelse,

(9) "kontraktspart” en fysisk eller juridisk
person med rattskapacitet att inga kontrakt,

(10) sdkerhetsklassificerat kontrakt” en
overenskommelse mellan tva eller flera kon-
traktsparter som inbegriper eller vars genom-
forande kraver tillgang till sakerhetsklassifi-
cerad information,

(11) sakerhetsutredning av person” en
beddmning i enlighet med nationella lagar
och bestdmmelser av den behdriga séker-
hetsmyndigheten, enligt vilken en fysisk per-

has been classified in accordance with na-
tional laws and regulations of the Originating
Party;

(2) “Need-to-Know” means the necessity
to have access to Classified Information in
the scope of a given official position and for
the performance of a specific task;

(3) “Security Breach” means any form of
unauthorized disclosure or alteration, misuse,
damage or destruction of Classified Informa-
tion, as well as any other action or inaction
which may result in loss of its confidential-
ity, integrity or availability;

(4) “Security Classification Level” means
a category which, in accordance with na-
tional laws and regulations, characterises the
level of restriction of access to Classified In-
formation and the minimum level of its pro-
tection by the Parties;

(5) “Originating Party” means the Party
which provides Classified Information or un-
der whose authority Classified Information is
generated,;

(6) “Receiving Party” means the Party, as
well as any public or private legal entity or
individual under its jurisdiction, to which
Classified Information of the Originating
Party is transmitted;

(7) “National Security Authority” means
the national authority responsible for the im-
plementation and supervision of this Agree-
ment;

(8) “Competent Security Authority” me-
ans the National Security Authority, Desig-
nated Security Authority or National Com-
munications Security Authority or another
national authority which, in accordance with
national laws and regulations, implements
this Agreement;

(9) “Contractor” means an individual or a
legal entity possessing the legal capacity to
conclude contracts;

(10) “Classified Contract” means an
agreement between two or more Contractors
which involves or the execution of which re-
quires access to Classified Information;

(11) “Personnel Security Clearance” me-
ans determination by the Competent Security
Authority confirming, in accordance with its
national laws and regulations, that an indi-
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son kan beviljas tillgang till sakerhetsklassifi-
cerad information,

(12) sakerhetsutredning som galler
sammanslutning” en beddémning av den be-
horiga sdkerhetsmyndigheten som i enlighet
med den berdrda partens nationella lagar och
bestammelser bekraftar att en fysisk eller ju-
ridisk person uppfyller forutsattningarna for
tillgang till och hantering av sakerhetsklassi-
ficerad information,

(13) tredje part” en stat, organisation, ju-
ridisk eller fysisk person, som inte &r part i
denna dverenskommelse.

Artikel 3
Sakerhetsklasser

1. Sékerhetsklassificerad information som
ldmnas ut i enlighet med denna dverenskom-
melse ska forses med tillamplig anteckning
om sékerhetsklass i enlighet med parternas
nationella lagar och bestammelser.

2. Parterna &r 6verens om att foljande sé-
kerhetsklasser motsvarar varandra:

vidual is eligible to have access to Classified
Information;

(12) “Facility Security Clearance” means
determination by the Competent Security Au-
thority confirming, in accordance with its na-
tional laws and regulations, that a legal entity
or individual meets the conditions for access
to and handling of Classified Information;

(13) “Third Party” means any state, or-
ganization, legal entity or individual which is
not a party to this Agreement.

Article 3
Security Classification Levels

1. Any Classified Information provided
under this Agreement shall be marked with
the appropriate Security Classification Level
in accordance with national laws and regula-
tions of the Parties.

2. The Parties agree that the following Se-
curity Classification Levels are equivalent to
each other:

Republiken Finland

Engelsk motsvarighet

Republiken Kroatien

ERITTAIN SALAINEN
eller YTTERST HEMLIG

TOP SECRET

VRLO TAINO

SALAINEN eller HEMLIG

SECRET

TAINO

LUOTTAMUKSELLINEN
eller KONFIDENTIELL

CONFIDENTIAL

POVJERLJIVO

KAYTTO RAJOITETTU
eller BEGRANSAD TILL-
GANG

RESTRICTED

OGRANICENO

For the Republic of Finland

Equivalent in English

For the Republic of Croatia

ERITTAIN SALAINEN or
YTTERST HEMLIG

TOP SECRET

VRLO TAINO

SALAINEN or HEMLIG

SECRET

TAINO
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LUOTTAMUKSELLINEN
or KONFIDENTIELL

CONFIDENTIAL

POVJERLJIVO

KAYTTO RAJOITETTU or
BEGRANSAD TILLGANG

RESTRICTED

OGRANICENO

3. Den mottagande parten ska sékerstalla att
informationens sékerhetsklassificering inte
&ndras eller upphévs, utom med skriftligt till-
stand av den utlamnande parten.

Artikel 4
Behoriga sékerhetsmyndigheter

1. Parternas nationella sakerhetsmyndighe-
ter ar

I Republiken Finland

— utrikesministeriet,

I Republiken Kroatien

— Office of the National Security Council.

2. Parterna ska via diplomatiska kanaler
underratta varandra om eventuella andringar
som avser de nationella sakerhetsmyndighe-
terna. De nationella sékerhetsmyndigheterna
ska underratta varandra om eventuella andra
behoriga sdkerhetsmyndigheter och om sena-
re andringar som avser dem.

3. De nationella sékerhetsmyndigheterna
ska underratta varandra om gallande nationel-
la lagar och bestdmmelser som reglerar skyd-
det av sakerhetsklassificerad information och
ska pa begéran utbyta information angaende
sdkerhetsstandarder, -forfaranden och -praxis
for skyddet av sékerhetsklassificerad infor-
mation.

Artikel 5

Skyddsatgarder och tillgang till sékerhets-
klassificerad information

1. Parterna vidtar alla lampliga atgarder i
enlighet med sina nationella lagar och be-
stdimmelser for att skydda sékerhetsklassifice-
rad information som framstalls eller utbyts i
enlighet med denna dverenskommelse. Sadan
sékerhetsklassificerad information ska séker-
stallas ett skydd pa samma niva som nationell
sékerhetsklassificerad information i motsva-

3. The Receiving Party shall ensure that the
classifications of the information are not al-
tered or revoked, except as authorised in
writing by the Originating Party.

Article 4
Competent Security Authorities

1. The National Security Authorities of the
Parties are:

For the Republic of Finland:

- Ministry for Foreign Affairs;

For the Republic of Croatia:

- Office of the National Security Council.

2. The Parties shall inform each other thro-
ugh diplomatic channels of any changes of
the National Security Authorities. The Na-
tional Security Authorities shall inform each
other of any other Competent Security Au-
thorities and any subsequent changes of these
authorities.

3. The National Security Authorities shall
inform each other of the national laws and
regulations in force regulating the protection
of Classified Information and shall, on re-
quest, exchange information about the secu-
rity standards, procedures and practices for
the protection of Classified Information.

Article 5

Protection Measures and Access to
Classified Information

1. In accordance with their national laws
and regulations, the Parties shall take all ap-
propriate measures for the protection of Clas-
sified Information generated or exchanged
under this Agreement. The same level of pro-
tection shall be ensured for such Classified
Information as is provided to the national
Classified Information of the equivalent Se-
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rande sékerhetsklass enligt artikel 3.

2. Den utldmnande parten ska skriftligen
underratta den mottagande parten om &nd-
ringar i sidkerhetsklassen for utlamnad séker-
hetsklassificerad information for att den mot-
tagande parten ska tillampa lampliga saker-
hetsatgarder.

3. Tillgang till sakerhetsklassificerad in-
formation ska endast beviljas fysiska personer
som har ett informationsbehov, som har ut-
fardats en lamplig sdkerhetsutredning av per-
son i enlighet med nationella lagar och be-
stammelser och som har fatt instruktioner om
sitt ansvar i skyddet av sakerhetsklassificerad
information.

4. En sékerhetsutredning av person kravs
inte for tillgang till sakerhetsklassificerad in-
formation i sakerhetsklass KAYTTO RAJO-
ITETTU eller BEGRANSAD TILLGANG /
OGRANICENO.

5. Inom réckvidden for denna &verens-
kommelse erkénner bégge parter sakerhetsut-
redningar av personer eller ssmmanslutningar
utfardade av den andra parten.

6. De behoriga sakerhetsmyndigheterna bi-
star varandra pa begaran och i enlighet med
sina nationella lagar och bestimmelser med
utredningsforfaranden som behovs for till-
l&mpningen av denna dverenskommelse.

7. Inom réckvidden for denna Gverens-
kommelse ska de nationella sékerhetsmyn-
digheterna utan dr6jsmal underratta varandra
om andringar i sakerhetsutredningar som av-
ser personer eller sammanslutningar, i syn-
nerhet vad géller upphévande eller andring av
sékerhetsklasser.

8. Pa begéaran av den utlamnande partens
nationella sakerhetsmyndighet ska den mot-
tagande partens nationella sakerhetsmyndig-
het ge en skriftlig bekraftelse pa att en fysisk
person har ratt att fa tillgang till sékerhets-
klassificerad information eller pa att en juri-
disk person har utfardats en sékerhetsutred-
ning som galler sammanslutning.

9. Den mottagande parten ska

a) formedla sékerhetsklassificerad informa-
tion till tredje parter endast med skriftligt for-
handssamtycke av den utlamnande parten,

b) mérka mottagen sékerhetsklassificerad
information i enlighet med sédkerhetsklass-

curity Classification Level, as defined in Ar-
ticle 3 of this Agreement.

2. The Originating Party shall inform the
Receiving Party in writing about any change
of the Security Classification Level of the re-
leased Classified Information, in order that
the latter apply the appropriate security mea-
sures.

3. Access to Classified Information shall
only be granted to individuals who have a
Need-to-Know, who have been issued an ap-
propriate Personnel Security Clearance in ac-
cordance with the national laws and regula-
tions and who have been briefed on their re-
sponsibilities for the protection of Classified
Information.

4. A Personnel Security Clearance is not
required for access to Classified Information
at the KAYTTO RAJOITETTU or BE-
GRANSAD TILLGANG / OGRANICENO
level.

5. Within the scope of this Agreement,
each Party shall recognize the Personnel and
Facility Security Clearances issued by the
other Party.

6. The Competent Security Authorities
shall assist each other upon request and in
accordance with their national laws and regu-
lations in carrying out vetting procedures ne-
cessary for the application of this Agreement.

7. Within the scope of this Agreement, the
National Security Authorities shall inform
each other without delay about any alteration
with regard to Personnel and Facility Secu-
rity Clearances, in particular about the revo-
cation or the alteration of Security Classifica-
tion Levels.

8. Upon request of the National Security
Authority of the Originating Party, the Na-
tional Security Authority of the Receiving
Party shall issue a written confirmation that
an individual has the right to access Classi-
fied Information or a legal entity has been is-
sued a Facility Security Clearance.

9. The Receiving Party shall:

a) submit Classified Information to a Third
Party only upon prior written consent of the
Originating Party;

b) mark the received Classified Information
in accordance with the Security Classifica-
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motsvarigheten i artikel 3,

¢) anvanda sékerhetsklassificerad informa-
tion endast for de andamal den har utlamnats
for.

10. Om det i ndgon annan 6verenskommel-
se mellan parterna férekommer strangare be-
stdmmelser om utbyte eller skydd av saker-
hetsklassificerad information, ska dessa
strangare bestammelser tillampas.

Artikel 6

Formedling av sakerhetsklassificerad
information

1. Sékerhetsklassificerad information for-
medlas via kanaler som de behdriga saker-
hetsmyndigheterna sinsemellan har godként.
Den mottagande parten ska bekréfta motta-
gandet av sékerhetsklassificerad information i
sékerhetsklass SALAINEN eller HEMLIG /
TAJINO och hégre. Mottagandet av annan sa-
kerhetsklassificerad information bekraftas pa
begéran.

2. Sékerhetsklassificerad information for-
medlas elektroniskt endast pa ett sadant sé-
kert satt som de behdriga sakerhetsmyndighe-
terna sinsemellan har kommit 6verens om.

Artikel 7

Kopiering och dversattning av sékerhetsklas-
sificerad information

1. Information i sakerhetsklass ERITTAIN
SALAINEN eller YTTERST HEMLIG /
VRLO TAJNO oversatts eller kopieras endast
i undantagsfall, med den utldmnande partens
skriftliga forhandssamtycke.

2. Alla kopior av sékerhetsklassificerad in-
formation ska forses med den ursprungliga
klassificeringsanteckningen. Sadan kopierad
information ska skyddas pa samma satt som
den ursprungliga informationen. Antalet ko-
pior ska begransas till vad det officiella syftet
kréaver.

3. Oversittningar av sékerhetsklassificerad
information ska forses med samma klassifice-
ringsanteckning som originalet och dessutom
forses med en anmarkning pa Oversattnings-

tion Level equivalence set forth in Article 3;
¢) use Classified Information only for the
purposes that it has been provided for.

10. If any other agreement concluded be-
tween the Parties contains stricter regulations
regarding the exchange or protection of Clas-
sified Information, these stricter regulations
shall apply.

Article 6

Transmission of Classified Information

1. Classified Information shall be transmit-
ted through channels mutually approved by
the Competent Security Authorities. The Re-
ceiving Party shall confirm the receipt of
Classified Information at the levels SALAI-
NEN or HEMLIG / TAJNO and above. The
receipt of other Classified Information shall
be confirmed on request.

2. Classified Information shall be transmit-
ted electronically only by secure means agre-
ed between the Competent Security Authori-
ties.

Article 7

Reproduction and Translation of Classified
Information

1. Information classified at the ERITTAIN
SALAINEN or YTTERST HEMLIG /
VRLO TAJNO level shall be translated or
reproduced only in exceptional cases upon
prior written consent of the Originating Par-
ty.
2. All copies of Classified Information
shall be marked with the original classifica-
tion marking. Such reproduced information
shall be protected in the same way as the ori-
ginal information. The number of copies
shall be limited to that required for official
purposes.

3. Any translation of Classified Informa-
tion shall be marked with the original classi-
fication marking and bear an additional note
in the language of translation that the transla-
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spraket om att Gversattningen innehaller sa-
kerhetsklassificerad information fran den ut-
ldmnande parten.

Artikel 8

Utplaning av sakerhetsklassificerad
information

1. Sékerhetsklassificerad information ska
utplanas i syfte att forhindra att den helt eller
delvis framstalls pa nytt. )

2. Information i sékerhetsklass ERITTAIN
SALAINEN eller YTTERST HEMLIG /
VRLO TAJNO utplanas inte. Den ska ater-
ldmnas till den utlamnande parten.

3. Den utldmnande parten kan med en
tillggsanteckning eller genom ett senare
skriftligt meddelande uttryckligen forbjuda
utplaning av sékerhetsklassificerad informa-
tion. Om utplaning av sakerhetsklassificerad
information forbjuds, ska informationen ater-
ldmnas till den utlamnande parten.

4. | krissituationer som gor det omojligt att
skydda eller aterlamna sakerhetsklassificerad
information som framstéllts eller utbytts i en-
lighet med denna 6verenskommelse ska den
sékerhetsklassificerade informationen ome-
delbart utplanas. Den mottagande parten ska
sa fort som mojligt underratta den utlamnan-
de partens nationella sdkerhetsmyndighet om
att informationen har utplanats.

Artikel 9
Sakerhetsklassificerade kontrakt

1. Sakerhetsklassificerade kontrakt ingas
och verkstélls i enlighet med bagge parters
nationella lagar och bestdammelser.

2. Pa begaran ska den mottagande partens
nationella sakerhetsmyndighet bekrafta att en
foreslagen kontraktspart har utfardats en
lamplig sékerhetsutredning av person eller
sammanslutning. Om den foreslagna kon-
traktsparten inte har nagon lamplig sakerhets-
utredning, kan den utldmnande partens natio-
nella sékerhetsmyndighet begara att den mot-
tagande partens nationella sakerhetsmyndig-
het utfardar en sadan.

tion contains Classified Information of the
Originating Party.

Article 8

Destruction of Classified Information

1. Classified Information shall be destroyed
insofar as to prevent its reconstruction in
whole or in part. )

2. Classified information at the ERITTAIN
SALAINEN or YTTERST HEMLIG /
VRLO TAJNO level shall not be destroyed.
It shall be returned to the Originating Party.

3. The Originating Party may, by additional
marking or subsequent written notice, ex-
pressly prohibit the destruction of Classified
Information. If the destruction of Classified
Information is prohibited, it shall be returned
to the Originating Party.

4. In case of a crisis situation which makes
it impossible to protect or return Classified
Information generated or exchanged under
this Agreement the Classified Information
shall be destroyed immediately. The Receiv-
ing Party shall notify the National Security
Authority of the Originating Party about this
destruction as soon as possible.

Article 9
Classified Contracts

1. Classified Contracts shall be concluded
and implemented in accordance with national
laws and regulations of each Party.

2. Upon request the National Security Au-
thority of the Receiving Party shall confirm
that a proposed Contractor has been issued an
appropriate Personnel or Facility Security
Clearance. If the proposed Contractor does
not hold an appropriate security clearance,
the National Security Authority of the Origi-
nating Party may request the National Secu-
rity Authority of the Receiving Party to issue
the appropriate security clearance.
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3. For sdkerhetsklassificerade kontrakt i sé-
kerhetsklassen KAYTTO RAJOITETTU eller
BEGRANSAD TILLGANG / OGRANICE-
NO krdvs ingen sékerhetsutredning som gall-
er sammanslutning.

4. Varje sékerhetsklassificerat kontrakt eller
underleverantdrskontrakt ska inkludera sa-
kerhetsbestammelser, dar den utlamnande
parten specificerar den sékerhetsklassificera-
de information som utldmnas till den motta-
gande parten, informationens sakerhetsklass
samt kontraktspartens skyldigheter med avse-
ende pa skyddet av den sakerhetsklassificera-
de informationen.

5. En kontraktsparts skyldighet att skydda
sékerhetsklassificerad information innefattar
atminstone foljande:

a) att medge tillgang till sakerhetsklassifice-
rad information i enlighet med nationella la-
gar och bestdmmelser och med denna over-
enskommelse,

b) att férmedla den sékerhetsklassificerade
informationen pa det satt som faststallts i
denna 6verenskommelse,

c) att meddela om eventuella &ndringar som
avser den sdkerhetsklassificerade informatio-
nen,

d) att anvénda sakerhetsklassificerad infor-
mation som ingar i det sakerhetsklassificerade
kontraktet endast for andamal relaterade till
kontraktets tema,

e) att noggrant folja bestdimmelserna i den-
na Overenskommelse med avseende pa forfa-
randet vid hantering av sékerhetsklassificerad
information,

f) att underratta kontraktspartens nationella
sékerhetsmyndighet om eventuella krénk-
ningar av dataskyddet som ror den sékerhets-
klassificerade informationen,

g) att till tredje parter lamna ut sékerhets-
klassificerad information som anknyter till
det sékerhetsklassificerade kontraktet endast
med skriftligt forhandssamtycke av den ut-
l&mnande parten.

6. Underleveranttrer som deltar i verkstal-
landet av sdkerhetsklassificerade kontrakt ska
i tillampliga fall folja de sakerhetsbestammel-
ser som tillampas pa kontraktsparter.

3. A Facility Security Clearance is not re-
quired for Classified Contracts at the KA-
YTTO RAJOITETTU or BEGRANSAD
TILLGANG / OGRANICENO Ilevel.

4. Each Classified Contract or sub-contract
shall include security provisions by which
the Originating Party shall specify the Classi-
fied Information to be released to the Receiv-
ing Party, the Security Classification Level
assigned to that information, and the Con-
tractor’s obligations to protect the Classified
Information.

5. The Contractor’s obligations to protect
Classified Information shall include, at least,
the following:

a) to grant access to the Classified Informa-
tion in accordance with the national laws and
regulations and this Agreement;

b) to transmit the Classified Information by
the means specified in this Agreement;

c) to communicate any changes that may
arise in respect of the Classified Information;

d) to use the Classified Information under
the Classified Contract only for the purposes
related to the subject of the contract;

e) to adhere strictly to the provisions of this
Agreement related to the procedures for han-
dling Classified Information;

f) to notify the Contractor’s National Secu-
rity Authority of any Security Breach related
to the Classified Contract;

g) to release the Classified Information re-
lated to the Classified Contract to any Third
Party only upon prior written consent of the
Originating Party.

6. Sub-contractors engaged in Classified
Contracts shall, as appropriate, comply with
the security provisions applied to the Con-
tractors.
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Artikel 10
Besok

1. Besok som omfattar tillgang till saker-
hetsklassificerad information kréver for-
handstillstand av vardpartens nationella sa-
kerhetsmyndighet. Tillstdndet beviljas utifran
en besoksbegaran av den bestkande partens
nationella sékerhetsmyndighet.

2. Den begdran som avses i punkt 1 i denna
artikel ska innehalla

a) besokarens for- och efternamn, fodelse-
datum och fodelseort samt nationalitet,

b) besokarens passnummer eller nummer pa
annat identitetsbevis,

c) besokarens stéllning och namnet pa den
organisation bestkaren representerar,

d) nivan pa besokarens sakerhetsutredning
av person,

e) besokets syfte och det foreslagna arbets-
programmet, daribland den hogsta sékerhets-
klassen for sékerhetsklassificerad information
besoket inbegriper, samt planerad tidpunkt
for besoket,

f) namnen pa organisationer och arbetsstal-
len besoket avser,

g) besdkens antal och langd,

h) eventuella andra uppgifter som de natio-
nella sékerhetsmyndigheterna sinsemellan
kommer dverens om.

3. Begéran som avses i punkt 1 i denna ar-
tikel ska framféras minst tre veckor i forvég. |
bradskande fall far de behoriga séakerhets-
myndigheterna komma 6verens om en kortare
tidsfrist.

4. Vardera parten garanterar skyddet av be-
sOkarnas personuppgifter i enlighet med sina
nationella lagar och bestdammelser.

Artikel 11
Krénkning av dataskyddet

1. Nér en krankning av dataskyddet har
skett ska den partens nationella sékerhets-
myndighet, inom vars territorium krankning-
en har skett, utan drojsmal underratta den ut-
ldmnande partens nationella sakerhetsmyn-
dighet om krankningen och inleda ett lamp-
ligt forfarande i enlighet med sina nationella

Article 10
Visits

1. Visits entailing access to Classified In-
formation are subject to prior permission by
the National Security Authority of the host
Party. The permission shall be granted on the
basis of a visit request by the National Secu-
rity Authority of the visiting Party.

2. The request referred to in paragraph 1 of
this Article shall contain:

a) the visitor’s name and surname, date and
place of birth, and nationality;

b) the passport number or another identifi-
cation card number of the visitor;

c) the position of the visitor and the name
of the organization represented,;

d) the level of the Personnel Security Clea-
rance of the visitor;

e) the purpose, proposed working pro-
gramme, including the highest level of Clas-
sified Information involved, and planned date
of the visit;

f) the names of the organizations and facili-
ties requested to be visited,

g) the number of visits and the period re-
quired;

h) any other data, agreed upon by the Na-
tional Security Authorities.

3. The request referred to in paragraph 1 of
this Article shall be submitted at least 3
weeks in advance. In urgent cases the Na-
tional Security Authorities may agree on a
shorter period.

4. Each Party shall guarantee the protection
of the personal data of the visitors in accor-
dance with its national laws and regulations.

Avrticle 11
Security Breach

1. In case of a Security Breach, the Na-
tional Security Authority of the Party where
the breach has occurred shall, without delay,
inform the National Security Authority of the
Originating Party about the breach and, in
accordance with national laws and regula-
tions, initiate appropriate proceedings in or-
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lagar och bestammelser for att faststélla om-
standigheterna kring krénkningen. Resultatet
av forfarandet ska ldamnas till den utl&mnande
partens nationella sdkerhetsmyndighet.

2. Nér en kréankning av dataskyddet sker i
en tredje stat ska den nationella sékerhets-
myndigheten hos den sdndande parten utan
drojsmal vidta atgarder enligt punkt 1 i denna
artikel.

Artikel 12
Kostnader

Vardera parten star for sina egna kostnader
som genomférandet och Overvakningen av
denna dverenskommelse medfor.

Artikel 13
Tvistlosning

Alla tvister om tolkningen eller tillamp-
ningen av denna 6verenskommelse ska avgo-
ras genom samrad och fdrhandlingar mellan
parterna och inte hanskjutas till nagon inter-
nationell domstol eller tredje part for avgo-
rande.

Artikel 14
Slutbestammelser

1. Denna Overenskommelse trader i kraft
den forsta dagen i den andra manaden efter
att den senare skriftliga underréttelsen har
mottagits dar parterna via diplomatiska kana-
ler meddelar varandra att de nationella réttsli-
ga kraven som ikrafttrddandet av Overens-
kommelsen forutsatter har uppfyllts.

2. Denna overenskommelse kan dndras pa
gemensam skriftlig dverenskommelse mellan
parterna. Andringarna trader i kraft i enlighet
med punkt 1 i denna artikel.

3. Denna éverenskommelse galler tills vida-
re. Vardera parten far saga upp 6verenskom-
melsen genom skriftlig anmalan till den andra
parten via diplomatiska kanaler. | det fallet
upphor éverenskommelsen att galla sex ma-
nader fran den dag, da den andra parten mot-
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der to determine the circumstances of the Se-
curity Breach. The results of the proceedings
shall be forwarded to the National Security
Authority of the Originating Party.

2. When the Security Breach has occurred
in a third state, the National Security Author-
ity of the sending Party shall take the actions
referred to in paragraph 1 of this Article
without delay.

Article 12
Expenses

Each Party shall bear its own expenses in-
curred in the course of the implementation of
this Agreement and its supervision.

Acrticle 13
Settlement of Disputes

Any dispute regarding the interpretation or
application of this Agreement shall be settled
by consultations and negotiations between
the Parties and shall not be referred to any in-
ternational tribunal or Third Party for settle-
ment.

Article 14
Final Provisions

1. This Agreement shall enter into force on
the first day of the second month following
the receipt of the last written notification by
which the Parties have informed each other,
through diplomatic channels, that their inter-
nal legal requirements necessary for the entry
into force of the Agreement have been ful-
filled.

2. This Agreement may be amended by
mutual written consent of the Parties. The
amendments shall enter into force in accor-
dance with the provision of paragraph 1 of
this Article.

3. This Agreement is concluded for an in-
definite period of time. Either Party may de-
nounce this Agreement by giving the other
Party written notice through diplomatic
channels. In that case, this Agreement shall
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tog anmélan om uppsagning.

4. Om denna 6verenskommelse upphdor att
gélla, ska all sékerhetsklassificerad informa-
tion som har utbytts i enlighet med 6verens-
kommelsen fortsatt skyddas i enlighet med
bestammelserna i 6verenskommelsen och pa
begaran ska denna information aterlamnas till
den utldmnande parten.

Upprattad i Zagreb den 11 februari 2014 i
tva originalexemplar pa finska, kroatiska och
engelska, dar alla texter ar lika giltiga | h&n-
delse av tolkningsskiljaktighet ska den eng-
elska texten gélla.

For Republiken Finlands regering

Timo Rajakangas
Ambassador

For Republiken Kroatiens regering

lvica Panenic
Chef for nationella sédkerhetsmyndighetens
byra

terminate six months from the date on which
the other Party has received the denunciation
notice.

4. In case of termination of this Agreement,
all Classified Information exchanged pursu-
ant to this Agreement shall continue to be
protected in accordance with the provisions
set forth herein and, upon request, returned to
the Originating Party.

Done at Zagreb on 11th February in two
originals, each in the Finnish, Croatian and
English languages, all texts being equally au-
thentic. In case of any divergence of interpre-
tation, the English text shall prevail.

For the Government of the Republic of Fin-
land

Timo Rajakangas
Ambassador

For the Government of the Republic of
Croatia Kroatian tasavallan hallituksen puo-
lesta

Ivica Panenic
Head of the Office of the National Security
Council
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